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ABSTRACT

Internet of Things (IoT) devices are becoming increasingly
popular and offer a wide range of services and functionality
to their users. However, there are significant privacy and
security risks associated with these devices. IoT devices can
infringe users’ privacy by ex-filtrating their private informa-
tion to third parties, often without their knowledge.

In this work we investigate the possibility to identify IoT
devices and their location in an Internet Service Provider’s
network. By analyzing data from a large Internet Service
Provider (ISP), we show that it is possible to recognize spe-
cific IoT devices, their vendors, and sometimes even their
specific model, and to infer their location in the network.
This is possible even with sparsely sampled flow data that
are often the only datasets readily available at an ISP. We
evaluate our proposed methodology [1] to infer IoT devices
at subscriber lines of a large ISP. Given ground truth infor-
mation on IoT devices location and models, we were able
to detect more than 77% of the studied IoT devices from
sampled flow data in the wild.

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies
are not made or distributed for profit or commercial advantage and that
copies bear this notice and the full citation on the first page. Copyrights
for components of this work owned by others than the author(s) must
be honored. Abstracting with credit is permitted. To copy otherwise, or
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee. Request permissions from permissions@acm.org.

ANRW ’21, July 24–30, 2021, Virtual Event, USA

© 2021 Copyright held by the owner/author(s). Publication rights licensed
to ACM.
ACM ISBN 978-1-4503-8618-0/21/07. . . $15.00
https://doi.org/10.1145/3472305.3472885

CCS CONCEPTS

· Security and privacy → Network security; · Networks

→ Network measurement; Network properties.

KEYWORDS

Internet of Things, IoT detection, IoT security and privacy,
Internet Measurement

1 OUR APPROACH

The number of IoT devices is expected to grow exponentially
in the next years [2]. IoT devices typically rely on cloud
infrastructures to offer their services. While doing so, they
may expose information, including their destinations [3].
Internet Service Providers (ISPs) are developing strategies for
dealing with the large-scale coordinated attacks from these
devices. Identifying IoT devices in the network is useful to
block attacks, isolate vulnerable devices, and inform their
users [4]. On the other hand, due to the presence of several
middleboxes, and traffic sampling at ISPs, it is challenging to
identify and isolate the misbehaving devices among millions
of connected IoT devices at subscribers premise [5].

Proposed solutions, either rely on DNS data [6] that raise
privacy concerns, or on in-situ scans by anti-virus software
that are not scalable [7]. In this paper we describe a method-
ology for detecting the presence of IoT devices at subscriber
lines at scale, using sparsely sampled flow captures (i.e., Net-
Flow [8]). We set up two testbeds consisting of 56 different
IoT products from 40 manufacturers across six different cat-
egories to tackle this challenge. We first identify backend
infrastructures for many IoT devices, using DNS queries, web
certificates, and banners. We then use the traffic signatures
to identify broadband subscriber lines using IoT devices. We
apply our methodology to a large residential ISP in Europe.

Results show that IoT devices typically use internet back-
end infrastructures to offer their services and it is possible
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